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Technological advancements in the digital payment ecosystem are changing our lives 
significantly and providing end consumers with speed, convenience, choice and savings. Its 
impact can be seen across society, business and the economy. India’s digital payment industry, 
currently worth around USD 200 Billion, is expected to grow five-fold to reach USD 1 Trillion by 
2023, as per a report by Swiss financial services holding company, Credit Suisse. The global 
digital payment market is expected to reach USD 21 Trillion by 2020. 

Advancement in technology and its increased availability backed by Internet and smartphone 
penetration, has transformed the way Indians consume and use financial services. Going digital 
has shifted the orbit for financial services from just being a provider of basic consumer payment 
services to being an enabler for different use cases. The use cases are, but not limited to, e-
Commerce payments, integration with transportation services, merchant payments, advent of 
mobile wallets, contact less payments to name a few. The same technology advancements which 
help increase the adoption of digital ways of transacting can be leveraged by malicious actors 
thereby impacting trust in the ecosystem. Trust being the paramount factor in any financial 
service, it is imperative for all stakeholders to ensure a safe and secure digital payment 
ecosystem. This calls for the Industry to work towards establishing a robust cyber security 
strategy in digital payments. 

In the Indian context, demonetization in November 2016 played a pivotal role in increasing 
the adoption of digital payments. The move resulted in the development and adoption of 
emerging technology platforms to enable transactions. Leveraging the power of digital 
payment technologies to address social and economic challenges (e.g. Direct benefit 
transfers, subsidies, etc.), India is pushing digital payments to touch everyday lives of people. 
As per a recent report by RBI (Dec 2017), total digital payment transactions stood at a 
staggering 1.06 billion transactions for the month of December which is forecasted to reach 
25 billion digital transactions by the end of this fiscal year (FY2018). This growth has made 
the sector attractive for many local and international players. 

As digital India grows, it is imperative to ensure safety and security. We need to keep 
ourselves abreast with the rapidly changing technologies, evolving regulatory environment 
and at the same time ensure that the end consumer is safe. This necessitates adoption of 
best practices/policies, standards and guidelines from mature markets/economies. As such, 
all the stakeholders involved in the ecosystem need to gear up, prepare and collaborate to 
better their capabilities and processes to detect, prevent or respond to advanced threats in 
the digital payment ecosystem.
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Background

Objectives of the Study

With this background and need, DSCI and PayPal conducted a study on the current state of cyber security for digital 
payments across non-banking organizations. 

The study focussed on the following elements with recommendations on public policy and best practices in 
enterprise cyber security.

The study identified various success factors to build a robust and resilient digital payment environment in India. The recommendations 
from this study would help strengthen the Fintech ecosystem and improve the cyber security posture of the digital payment landscape.
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Key Recommendations

Key Recommendations Include

01
Establish a long-term strategy for managing 
the dynamic global cyber security environment 
and controlling cybercrime

03

05

07

02
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08

Standardize data protection laws and cyber 
security frameworks for digital payments 

Develop comprehensive regulatory guidelines 
on risk management technologies, payment 
security management and business continuity 
management

Encourage threat intelligence sharing 
across the ecosystem 

Establish a strong startup innovation program 
for cyber security and the Fintech sector 

Encourage public-private partnerships for cyber 
security education and workforce development

Build a regulatory sandbox environment 
for cyber security testing

Incentivize companies to make cyber 
security and data protection a priority for 
Boards and C-Suites
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The findings of this study may act as a guidance for all stakeholders involved in the digital payments space 
especially from the non-banking sector towards fulfilling two major objectives. Firstly, the study of public 
policies, regulations, standards and frameworks of different mature geographies will help India in creating a 
compatible regulatory and standards framework. Secondly, the enterprise security best practices study will 
help organizations prioritize their security hygiene, and ensure their products and delivery channels are 
protected with appropriate security controls.

We believe that securing our digital payment space is important for enabling trust and increasing usage.  
With these objectives in mind, we have tried to provide holistic recommendations that will help us to 
leverage technology innovations while providing a safe and secure payment experience. The decisions and 
policies established today will shape the state of trust and security for the next phase of growth in digital 
payments. 
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